UBND TINH LAO CAI CONG HOA XA HOQI CHU NGHIA VIET NAM
SO TU PHAP Poc 1ap - Tw do - Hanh phic

S6: 271 /STP-VP Lao Cai, ngay 25 thang 03 ndm 2024
VIV dén dbc cong tac dam bao an toan
théng tin, an ninh mang va bao vé bi
mat nha nude trén khdng gian mang

Kinh gui:
- Céc t6 chirc tham muu tong hop; cac phong
nghi¢p vu thudc So;
- Cac don vi1 truc thudc So.

Thuc hién vin ban s 1280/TBATANM ngiy 18/3/2024 ctia Tiéu ban an
toan an ninh mang vé viéc nang cao cong tac dam bao an toan théng tin, an ninh
mang va bao vé bi mat nha nudc trén khong gian mang. Giam déc Sé dé nghi cac
t6 chic tham muu téng hop; cac phong nghi€p vu thudc S&; cac don vi truc
thuoc S& dam bao an toan, an ninh mang phuc vu cong cudc chuyén doi sb véi
cac nodi dung cu thé nhu sau:

1. Vé thue hién cdc quy dinh cia phdp ludt vé bao dam an ninh mang, an
toan thong tin va bao vé bi mdt nha nuoc trén khong gian mang.

Quan triét toan thé coéng chuc, vién chirc, ngudi lao dong thue hién Nghi
quyét s6 30-NQ/TW, ngay 25/7/2018 cua Bo Chinh tri, cic vin ban cta Chinh
pht, Ban Chi dao quéc gia, Tinh iy, UBND tinh vé an toan, an ninh mang, duoc
cu thé hoa bang Ké hoach s6 179-KH/TU, ngay 1/11/2018 ctia Tinh ty Lao Cai
vé trién khai thuc hién Nghi quyét s6 30/NQ/TW, ngay 25/7/2018 cua B6 Chinh
tri vé Chién luoc An ninh mang qubc gia; Ké hoach sé 326/KH-UBND ngay
07/8/2023 cua UBND tinh Lao Cai vé viéc trién khai thuc hién Chién lugc an
toan, an ninh mang quéc gia, chil dong tmg phod vai cac thach thic tir khong gian
mang dén nam 2025, tAm nhin dén nam 2030 trén dia ban tinh Lao Cai.

2. Vé céng tac dam bdo an toan théng tin

Yéu cau toan thé cong chie, vién chirc, ngudi lao dong khong hwu giir thong
tin tai khoan, mat khiu trén mdy tinh; thuong xuyén thay d6i mat khau c6 do
manh cao d6i vé6i cac tai khoan phuc vu cong tac, tai khoan timg dung cac nhan.

Cong chtic, vién chace, nguoi lao dong khi duoc giao trach nhiém quan 1y,
st dung may tinh phai dit mat khau ding nhap; ddi vi may tinh nhiéu ngudi str
dung phai dat mat khau cho tai liéu dam béo tinh bao mat cong tac.

3. Vé céng tdc quan Iy, sir dung va bao dam an toan, an ninh mang, bdo vé
bi mdt nha nuoc.



Thue hién nghiém tic cac quy dinh cua phép luit vé dam an toan, an ninh
mang, bao v€ bi mat nha nudc.

Viéc quan 1y va st dung thiét bi luu trit ngoai (USB, 6 cimg di dong...),
dién thoai thong minh theo quy dinh tai Chi thi s6 02/CT-TTg ngay 15/11/2019
ctia Thu tuéng Chinh phil vé ting cudng cong tac bao vé bi mat nha nudc trong
tinh hinh hién nay va Chi thi s6 02/CT-BCA ngay 27/4/2017 cta Bo trudng Bo
Cong an vé tang cuong cong tic phong, chong tan cong mang va bao vé bi mat
nha nudc trén khong gian mang.

Cong chirc, vién chirc, nguoi lao dong khong cai dat cac phan mém tng
dung khong rd ngudn gdc, chua duoc danh gia tinh ning, do tin cdy, nhu phan
mém WPS Office — day la phﬁn mém soan thao tuong ty Microsoft Office, dugc
phat trién béi cong ty Kingsoft, phan mém c6 16 hong bao mat nghiém trong dé
tin tac thuc thi ma €nh tor xa (RCE), timg dung tu dong lén lich ma hoa tai licu
backup va giri dén may chu cua Kingsoft din dén nguy co 16 mét thong tin, dir
li€u, tai iéu duoc hru gilr trén may.

Trén day 1a nodi dung don dbc cong tac dam bao an toan thong tin, an ninh
mang va bao vé bi mat nha nudc trén khong gian mang dé nghi céc phong
chuyén mon, don vi truc thudc So trién khai thyuc hién./.

GIAM POC

Noi nhdn:
- Nhu trén;
- Lanh dao So;
- Luu: VT, VP

Lé Ngoc Quynh
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